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Introduction

On 9 August 2010 newspapers reported a ‘killing spree’ by security guards which left at least four
people dead at Aurora Grootvlei Mine in Springs. It was later confirmed that security guards, who
were part of a detail employed by the mine to curb illegal mining activity, killed four illegal miners.®
The guards were subsequently arrested and charged with murder for the deaths of four miners.* In
addition to the four recovered bodies, there were further reports that as many as 20 miners might
have been murdered in the underground shaft by the security guards. The Sowetan quoted an
eyewitness as saying that when he went down a shaft with a group of miners they encountered the
three guards. He said he heard one of the guards giving an order to ‘shoot everyone [...] People
started running all over when the first men fell’.° He later pretended to be dead, thus escaping

the killers.® Under the current dispensation, instances such as these are dependent on individual
charges being laid, investigated by the police and brought to court. The weakness of this system
and the risks of impunity of the private security industry are demonstrated by the fact that prior to
The Sowetan breaking the story, no complaints by the survivors, the private security company or
Aurora Grootvlei Mines were made. In the absence of an external system of investigation and review
there is no information as to whether this was an isolated incident and there is no data available on
the number of people who have been injured or killed due to private security activities in any given
year.

According to the Annual Report (2009/2010) of the Private Security Industry Regulatory Authority
(PSIRA) an annual review of legislation and regulations has been submitted to the Minister

of Police for consideration.” If the Private Security Industry Regulation Act 56 of 2001, which
establishes PSIRA and regulates the private security industry, is to be reviewed it will be among



a trio of new legislation strengthening the oversight of policing in South Africa. In March 2011,
legislation providing oversight of the South African Police Services (SAPS) namely the Civilian
Secretariat for Police Act (2 of 2011) and the Independent Police Investigative Directorate Act (1

of 2011) were signed into law by the president and, at the time of writing, await proclamation by
Parliament. While an expanded mandate for the Independent Complaints Directorate (ICD)® and

a reinvigorated Civilian Secretary of Police® in theory counterbalance growing public concern of
corruption, criminality and excessive use of force™ by the South African Police Services (SAPS) and
Metropolitan Police Service (MPS) there is little comparable oversight of the private security industry.

The root of the problem is manifold. The private security industry has been and is increasingly
engaging in duties primarily thought of as being the exclusive mandate of the state. There is a
blurring of private and public policing practices as well as a blurring of the policing of private

and public spaces. Mass private property, for instance, constitutes private space and is privately
policed, however, it is for public use (shopping malls for instance). This frontline interaction with the
public as well as the increasing involvement of private security on traditional public spaces (such as
within City Improvement Districts around the country) constitutes a challenge to current regulatory
systems. Another challenge is the sheer pervasiveness and diversity of private security activities.
Over the past few decades the private security industry in South Africa has grown to be one of the
largest service industries in the country. Employee numbers and budget rival that of the state police:

measured as a percentage of GDP [...] South Africa is home to the largest private security
market in the world"’

it is now almost impossible to identify any function or responsibility of the public police that is
not, somewhere and under some circumstances, assumed and performed by private police in
democratic societies.™

However, it was the attack on and murder of private security industry guards by other guards during
the 2006'° industry-wide strike and the inability of PSIRA to respond to it that brought the risks

of weak oversight over the industry into sharp focus.™ The regulatory systems currently in place
largely reflect ‘a business regulation model rather than a model of public service governance’,
involving, amongst other things, licensing, certification and minimum standard setting, hence the
inability of state regulatory systems to deal with the aftermath of the violent strikes and the Aurora
mine incident.” In the same way that one may ask of the police ‘who guards the guardians?’ so

one should ask of the guarding industry; and increasingly this lacuna in oversight over the private
security industry is becoming apparent.

In light of this, the paper provides an overview of current oversight and accountability mechanisms
for the private security industry, including past regulatory provisions. It examines the challenges and
limitations of these mechanisms and highlights potential areas of focus to strengthen accountability
in the private security industry, thus concluding with recommendations.

Regulating the private security industry: Phases of oversight

According to Braithwaite (2002) ‘regulation is what we do when obligations are not being honored.”
It is something requiring rules or laws and then enforced by some actor (not necessarily the state),

it is ‘steering the flow of events’.”” Regulation can come from a variety of directions and sources —
‘regulation occurs in many locations, in many fora’, it is a ‘product of interactions’ not exclusively
formal, top-down state control.” Regulation, as defined by Black (2003) is:

the sustained and focused attempt to alter the behaviour of others according to defined
standards or purposes with the intention of producing a broadly identified outcome or
outcomes, and which may involve mechanisms of standard-setting, information-gathering and
behaviour-modification.™
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Regulatory systems put into place by some actor also reflect a particular underlying ideology, goal
or purpose. For instance, the regulatory systems dealing with the private security industry in the
past compared to present systems differ in their purpose and scope. This is largely hinged on the
relationship between the state and the industry and how it has evolved as well as, obviously, the
nature of the political system in place in the past versus the shift to a new democracy in the 1990s.
One could identify three phases of regulation of the private security industry in South Africa: the past
regulatory phase was focused predominantly on a professionalization of the industry to prompt the
industry into playing a supporting role to the state. Current regulatory systems reflect the desire to
continue this project of professionalisation but much focus is placed on the protection of the labour
rights of employees and the protection of the public, and rightly so. One could argue that with the
move to review current regulatory systems we are moving to a third phase of regulation, one in
which we recognise the accountability and oversight deficits of holding individuals accountable

for human rights abuses or abuse of power, in light of shifts in property relations, the increasing
pluralisation of policing and the increasing use of private security by members of the public.

What follows is a critical review of the first two phases of regulation followed by a discussion of the
challenges of moving to a new or third phase of regulation in South Africa.

Past developments and regulation

An exponential growth in the private security industry in South Africa took place from the mid-1970s
with estimations of the industry being worth around USD 13 million in 1978 and USD 58 million in
1986.%° The 1970s and 1980s in South Africa was characterised by states of emergency, political
turmoil and violent uprisings with state resources (up until 1990) heavily spent on maintaining the
apartheid system of segregation. In the midst of the pledge of the African National Congress at the
time to make townships ‘ungovernable®' and mounting pressure on the state police, in particular,

to suppress civil unrest and township violence, the result was that the state police (the then South
African Police Force) began to withdraw from the late 1970s from conventional policing duties to
focus on maintaining state security and political control. The result was twofold, the private security
industry was both actively and passively recruited to fill in the gaps’ left by the state and legislation
was enacted to facilitate the professionalisation of the industry to further promote this. In particular,
private security companies were recruited to secure ‘national key points’ as stipulated by the
National Key Points Act of 1980. National key points were sites of strategic importance for national
security (such as fuel plants and military bases) of which there were 413 official ‘Key Points’ and
800 other ‘semi-Key Points’ as stipulated by the Minister of Defence in 1984.%° The legislation placed
the onus on the proprietor of the ‘Key Point’ to provide security under the supervision of the South
African Defence Force — which at the time was allocated as the managing structure for National Key
Points.* The National Key Points legislation allowed for the powers of arrest and search and seizure
for security personnel specifically guarding Key Points.® The legislation effectively created a huge
market for security companies in that the proprietors of Key Points who did not want to be seen as
supporting the apartheid regime (international oil companies for instance) preferred to outsource
their security to companies rather than use their own employees.?® Thus in many instances, the
entire security function of strategic facilities was made available to local companies. The industry
was forced to professionalise — what was once a rudimentary guarding institution became more
paramilitary and specialised, due to the influences of the Defence Force as the managing agent and
the legislation enacted to regulate the industry.”” It has been alleged that the apartheid government
and private security companies were collaborating in that the government facilitated formal and
informal mechanisms of cooperation between the companies and state security structures® which
naturally would also have had an influence on the quality of security provision. What could have
prompted this collaboration was a conference held in 1987 entitled Security — A National Strategy
during which those in attendance — state officials and private security personnel — discussed the
possibilities of the security industry playing a role in the governance of security in apartheid South
Africa alongside the public sector.

This ‘responsibilisation’ of the private security industry within Key Points sites had a ripple effect
across the industry.® Clients not involved in the National Key Points legislation but nevertheless
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hiring private security for other things (such as cash-in-transit activities) began to expect the same
levels of professionalism and expertise of the companies involved in the Key Points, thus influencing
the professionalism and militarism of the entire industry at that time. In other words, expectations
were created that the special police powers and status granted to Key Points security guards could
be extended to others in the industry performing more fundamental street-policing duties. It has
been surmised that this ‘pioneering’ attitude of the industry also contributed to the government
creating the first legislation in the late 1980s.

The first legislation aimed at regulating the industry was passed in October 1987 and promulgated
in April 1989. It was called the Security Officers Act (92 of 1987) and was established primarily to
create the Security Officers’ Board. It is in the composition of the Board, as well as the influence

of security associations in the process of drafting and promoting the legislation, that one can
consider the legislation to be geared towards a form of enforced self-regulation to also root out
‘fly-by-night’ companies. The Security Officers’ Board (SOB) consisted of ten members, six of
whom were representatives from the industry itself (employer and employee representatives).

Other representatives included the then South African Police and appointees of the then Minister

of Law and Order.* The SOB was essentially created as a body to ensure that security companies,
employers and employees registered with it (with certificates issued to that effect) and it would
decide who could qualify to be registered or not.*' Qualification to register included, amongst other
things, no prior convictions or prior violations of the industry’s code of conduct.* Thus the Act made
provision for the creation of an industry code of conduct as well as the standardisation of training,
and the creation of an inspectorate as the enforcement component of the SOB.** The SOB was
primarily funded from fees paid by registered companies and security guards. The legislation was,
however, flawed in terms of the fact that it excluded a large tranche of the industry — namely in-
house security, defined by the Act as services ‘rendered by an employee on behalf of his employer
[sic].* The degree of self-regulation was also seen as problematic as the inclusion of industry
representatives on the SOB rendered the Board subject to vested interests and possible undue
influence over regulatory effectiveness.® Another problem associated with the Act was the presence
of the South African Police (SAP) on the SOB which was given wide discretionary powers to choose
private security representatives — the Minister of Law and Order would select private security
representatives based on a list of candidates compiled by the Commissioner of Police.®* Thus the
election of security industry representatives was hinged on the close connections with the SAP
rather than an independent process of selection and recruitment.

It has been argued that the initial batch of legislation was for the purpose of developing a
relationship with the state to assist in tackling the problems of increasing unrest at the time.*’ In
other words the 1987 legislation was created to protect the interests of the industry whereas the
later legislation (including the amendments of the 1990s) was created to protect the interests of
the public hence explaining why the later legislation (to be discussed) takes on a more punitive
and exclusionary stance with respect to the treatment of the industry by the new, democratic
government.® The underlying principles of the apartheid and post-apartheid legislation thus reflect
the changing regulatory tactics employed by the two state systems, as mentioned.

Post-apartheid size and regulation

The loopholes in the original Act resulted in the Security Officers Amendment Acts of 1992, 1996
and 1997 and the creation of new legislation from 2001.% The 1992 Amendment facilitated the
removal of police representation on the SOB,* as well as granting the SOB more independence and
more regulatory powers.*’ The 1996 Amendment* reflects a shift in rhetoric during the transition to
a democracy by introducing the new names of the democracy — in terms of the new South African
Police Services® and new titles for the previous Minister of Law and Order and Commissioner

of Police. The 1997 Amendment (104 of 1997) came about as a result of a security forum in

1994 during which the transformation of the industry was discussed.* This resulted in the 1997
Amendment Act, amongst other things, restructuring the SOB and including in-house security within
the regulatory ambit of the Act. In terms of the former change, the SOB was replaced by a Security
Officers’ Interim Board (SOIB) pending, at the time, the creation of a new, permanent Board.
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The SOIB was mandated to report regularly to the Minister of Safety and Security and the SOIB’s
composition was changed to include ‘members [who ...] are representative of employees who are
security officers, employers of such employees and users of security services’ but also stipulating
that the chairperson and vice-chairperson of the SOIB not be affiliated in any way to the industry.*”
In this way private citizens were included on the SOIB representing a client’'s perspective and also
reflecting the spirit of participatory governance that was characteristic of much of the transitional
period in South Africa, specifically with the creation of new, democratic regulatory systems.* The
1997 Amendment Act thus represents a shift in the underlying principles of the regulation taking
place as a result of a shift in government and hence governance mentalities. However, there is
general agreement within the private security industry that the changes in legislation took place due
to more modest reasons — that is, the fact that the SOB was generally perceived to be mismanaged
and failed to live up to its role as regulator and lacked the power to effectively enforce regulation,
hence the need for a new Board.*

In the meantime, the industry has continued to grow in response to the insecurities associated with
the democratic transition, as an avenue for employment for returning liberation army members and
the opening up of the economy to foreign interests.*® As mentioned, it is one of South Africa’s fastest
growing industries and by February 2010 had on record 1.4 million security officers and posted an
annual turnover of over ZAR 40 billion.*

The rapid growth and expansion of the private security industry in South Africa is now an
accepted fact that cannot be ignored, argued or wished away.*

The number of security officers has been steadily increasing since 1997, during which time there
were 115 331 active, registered security officers. As at March 2007,*" according to PSIRA there
were 307 343 active, registered security officers and by 2010 the number had risen to 387 273. The
SAPS in comparison had 190 199 members as of 31 March 2010.% Graph 1 shows the number of
registered security officers from 2005 to 2011 — the number of active and inactive security officers
represented in separate categories as well as the total number of both active and inactive security
officers.

As one can see, by 2010 there were nearly a million and a half registered security officers in South
Africa, although only about a quarter of these were active. Similarly the number of companies has
been increasing particularly from 2004, as shown by Graph 2, during which time there were 4 212
companies. By 2010 this number had risen to 7 459 private security companies registered with
PSIRA.%®

Graph 1 Graph 2
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According to the Private Security Industry Regulation Act (2001), by security officer is meant any
person:

(a) (i) who is employed by another person, including an organ of State, and who receives

or is entitled to receive from such other person any remuneration, reward, fee or benefit, for
rendering one or more security services; or

(il) who assists in carrying on or conducting the affairs of another security service provider,
and who receives or is entitled to receive from such other security service provider, any
remuneration reward, fee or benefit, as regards one or more security services;

(b) who renders a security service under the control of another security service provider and
who receives or is entitled to receive from any other person any remuneration, reward, fee or
benefit for such service; or

(c) who or whose services are directly or indirectly made available by another security service
provider to any other person, and who receives or is entitled to receive from any other person
any remuneration, reward, fee or benefit for rendering one or more security services.*

Included in the definition of ‘security service’ according to the Private Security Industry Regulation
Act (2001) are those who are responsible for ‘managing, controlling or supervising the rendering’

of security services.* In other words, what Table 1 represents is the number of employers and
employees working in the security industry, since it was a requirement (with the new legislation) that
security managers also be registered as security officers. Apart from these management duties
there are a range of services that are defined as a ‘security service’ by the 2001 legislation. Graph 3
shows the types of security services offered based on the percentage of companies which offer the
service.

As on can see from Table 1, the services most offered are guarding and special events security.
Although it is not apparent how many private security companies are locally based and how many
are based in foreign jurisdictions, it is clear that many of the largest companies in South Africa are
foreign-owned. Table 2 represents the top 10 largest private security companies in South Africa as
at 2005.

Table 1 Security services offered in South Africa (2005)

Security guards 21%
Special events 13%
Other: manufacturing, locksmiths, in-house, insurance, fire detection, etc. 12%
Security control room 7%
Training 7%
Body guarding 7%
Rendering a security service 6%
Private investigator 6%
C-I-T guards 5%
Armed response 5%
Security consultants 4%
Security equipment installers 4%
Car watch 3%

Source: PSIRA
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Table 2 Ten largest private security companies in South Africa (2005)

Company name No. of security offficers
employed

1. Fidelity Corporate Services 20 292
2. Securicor 9928
3. ADT Security Guarding 6782
4. Magnum-Shield Security Services 6675
5. Group 4 Falck 5878
6. Coin Security Group 4 821
7. Enforce Guarding 3963
8. Chubb & Supergroup 3475
9. Protea Security Services 3328
10. Gremick 2700

Source: PSIRA

Since the changeover to a new dispensation in the early to mid-1990s, South Africa has been
considered fertile ground for new investment opportunities, especially in the security market.
However, there has been a realisation (prompted by the advice of a key South African security
industry player) by major international companies that their involvement in South Africa can never
extend to grass roots level simply due to vast cultural differences.® Learning from past mistakes has
led them to adopt a sort of laissez-faire approach of ownership, reaping in huge profits without really
getting involved in the management of the business.

This is a [billion rand] industry in South Africa, that’'s why the international companies are
starting to buy out the South African companies, they don’t make a 100% profit they make
500% profit...>"

Those who have experienced the takeovers of these companies have noted the lack of interference
in the structure and make-up of their company, coupled with the influx of experience and technology
that these foreign companies are able to provide. The only real concern is that this continued buying
up of local companies will lead to a monopolised private security industry, with a few companies
controlling the entire industry. In fact, as Shaw (2002) has pointed out, the industry is stabilising with
control being vested into a smaller number of larger companies.®® This international involvement in
South Africa affairs aroused the concern of the government at around the time of the drafting of the
Private Security Industry Regulation Bill. The national security implications of having South Africa’s
private security industry controlled by foreign powers did not escape the government, and the
Minister for Safety and Security stated at the time that all foreign involvement in the South African
private security industry would be excluded and that consequently the approximately USD 20
million foreign shareholding would have to be transferred to South African control over a period of
five years.®

The motivation for this was that the number of private security personnel employed by foreign
companies overshadows the public policing and defence agencies in South Africa by a large
margin. Having such a large portion of the country’s resources owned by foreign companies was
not considered to be prudent. Consequently, at the time, clauses were placed into the Bill to prohibit
foreign persons from having shares in or any other interest in the ownership of a security firm.*° The
defence of this policy was that similar legislation existed in many other countries prohibiting non-
citizens from being involved in their private security sectors.®’

However, despite the near implementation of this policy the idea was abandoned. A number of
factors were responsible for this abandonment. The policy would have hampered an investment
protection agreement signed with Britain in 1994 and ratified in 1998. The reputation of South
Africa as an investment destination would have been seriously tarnished and the loss of many
South African jobs would have resulted. Along with these factors, intensive lobbying, meetings
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with governments and stakeholders and a critical meeting between the then Minister of Safety and
Security and the representatives of the companies affected took place on 10 October 2001.% The
senior representatives of the companies that would have been affected by the new policy (who
specifically flew in for the meeting from their respective countries) decided to take a ‘firm, but non-
confrontational and non-sensationalist stand against the legislation’ and succeeded in assuring the
government that foreign involvement in South African security provision would not be a threat to
national sovereignty and possibly reminding the government that preventing only certain sectors of
the market from investing in South Africa would go against free market ideals.®

Today, there is much international involvement, with the main investors being from the United States
of America, the United Kingdom and Singapore.® International companies such as G4S, Tyco
International (which merged with the American company ADT) and Chubb for instance, have all
entered the South African market and established themselves in the provision of security. Mergers
and takeovers have therefore been taking place for the past few years.®

In terms of the composition of local companies, during the transitional period many members of

the South African Police, defence force and ex-combatants involved in the fight for and against

the apartheid state migrated to the private sector to further utilise their skills, further boosting the
growth of the industry and resulting in a proliferation of small and medium-sized local companies.®
It is generally known that many police officers end up in the industry; this could perhaps be
substantiated through the statistics revealing the gradual exodus of police officers from the South
African Police Service (SAPS). At one stage, ex-police officers were using their retirement or
retrenchment packages to start up their own private security companies and then making use

of their connections with the SAPS to gather information for their own purposes — that is, for the
purposes of their business; however, it is not known to what extent this takes place.®” Also at one
stage private security companies would only recruit those with previous backgrounds in security
especially from the South African Police (SAP). It is only since the beginning of the 1990s that this
strategy changed.®® Former Security Branch, Civil Co-operation Bureau and South African Defence
Force personnel seem to have found their way into the industry to some degree.® Military operations
in other African countries (such as the Rhodesian bush wars) have led to the creation of a people
with military training without an avenue to make use of it, except within the private security industry.”

Many criminal activities were, correctly or not, ascribed to resistance to the political
dispensation. Thus, by the very nature of their services, and their operational links with the
police, it would have been unlikely that they would separate their perspective from that of the
government in power over the last 40 plus years.”

In fact, the industry’s reputation was tarnished by the fact that it was regarded by some not as

a benefit to the country but as a threat to security in South Africa because of the fact that many
right wing military leaders who fought for apartheid (and also those who fought against) were now
involved in an industry making up such a huge portion of South Africa’s security needs.

There are three options for people who want to destabilise the country: the army, the
commandos and the security industry. The first two are covered.”

Currently the threat of a third force is no longer of primary concern as the industry is now being
recognised as very much a part of the policing landscape. As mentioned, much of the legislation

in the post-apartheid period reflects more of the desire to hold the industry accountable so that it
can contribute to democratic policing. What follows is thus a closer look at the regulatory framework
which is currently in force to regulate the private security industry.

The Private Security Industry Regulation Act of 2001

The primary legislation regulating the industry is the Private Security Industry Regulation Act (56 of
2001). Its enactment increased the scope of legislation governing the sector and addressed the
shortcomings of its predecessors.” The 2001 Act provides for the establishment of PSIRA (which
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will be discussed at a later stage) as well as a Council (consisting of a maximum of five persons)
which ‘governs and controls’ PSIRA.” There is no provision made in the Private Security Industry
Regulation Act for private security representation on PSIRA or the Council, nor for representatives
outside of the industry who nevertheless have ‘direct or indirect financial or personal interest’ in
the industry.” There is, however, provision in the 2001 Act for the Council to appoint an advisory
committee potentially consisting of private security representation to assist in its decision-making.”
This exclusion of private security companies on the Council and PSIRA was recognised as a
means by which for regulation could take place impartially, as one private security representative
explained:

The biggest problem was that the people who were controlling SOB were actually owners of big
companies so what would happen | get a contract, I'm just giving an example, | get a contract,
so what does the chairman of the SOB do he sends all his dogs to come and open my books
they find one mistake and they close it down, that's what was happening.”

The legislation provides for a hierarchical system of accountability in that PSIRA is directly
accountable to the Council and the Council in turn is directly accountable to the Minister of Safety
and Security (now Minister of Police).”® PSIRA and the Council are obligated to submit annual
reports on activities and finances to the Minister as well as to Parliament.”

The Private Security Industry Regulation Act of 2001 increases the ambit of the law through, as
mentioned, including both employees (security guards) and employers (contractors and managers)
as ‘security service’ providers. The legislation also extends its mandate by including providers who
were previously excluded, such as locksmiths; private investigators; security training providers;
manufacturers, importers and distributors of monitoring devices as well as those who monitor
electronic security equipment; installers of security equipment; and labour brokers.®® What is
especially important about the Act is the inclusion of in-house security within its ambit, which was
specifically excluded by previous legislation. The Act requires that all ‘security service providers’ —
that is any person ‘who renders a security service to another for remuneration, reward, fee or benefit’
be registered with PSIRA.®' The Act makes clear who is included and excluded from registration
—only South African citizens or those with permanent resident status may register to perform a
security service.® In terms of Section 21(1) of the Private Security Regulation Act: ‘an application
for registration [...] must be accompanied by [...] a clear and complete set of fingerprints.” The
fingerprints are then submitted to the SAPS which is responsible for screening applicants for
previous convictions. Persons registering must be over the age of 18; must be ‘mentally sound’;
must adhere to ‘relevant training requirement’; not be in possession of a criminal record for at least
ten years or of an improper conduct record for at least five years.® It also clearly fills up the gaps

in terms of the revolving door of state and private security personnel in that a clearance certificate
is needed for any current or former member of any official military, security, police or intelligence
force or service in South Africa or elsewhere’ ® It is interesting to note as well that private security
companies must also register with PSIRA, as well as register in their individual capacities offering

a security service, and that they should conform to ‘the prescribed requirements in respect of the
infrastructure and capacity necessary to render a security service’.® It seems that this provision has
been specifically added to deter so-called ‘fly-by-night’ companies.

It seems the over-arching goal of the legislation more broadly and PSIRA specifically is to legitimise
and professionalise the private security industry in order that it can contribute to the good of
society, particularly with regards to ‘safety and security in the country’.®® The new legislation has, in
particular, granted a range of powers and duties to PSIRA to give effect to this goal. As mentioned,
PSIRA is tasked with receiving registrations and thus to ensure that those applying conform to the
prescriptions of the Act. PSIRA thus plays a regulatory role in terms of who may enter the security
industry through rejecting, suspending or withdrawing registration. It is also involved in protecting
the rights of those who are exploitable — the security guards. In fact the Private Security Industry
Regulation Act specifically mandates PSIRA ‘to protect and assist security officers and other
employees against or in regard to acts, practices and consequences of exploitation or abuse.”®
PSIRA overall has 35 functions as outlined by Section 4 of the Act. All PSIRA officials have peace
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officer status and are expected to conduct regular inspections of private security company
premises and/or respond to complaints made against a private security company which come
through their Complaints and Help Desk — called ‘triggered inspections’.®® As one PSIRA inspector
explained:

We're a statutory body placed by the government in terms of the legislation [...] Act 56 of
2001 and our job function is guided by the legislation, that's how we operate strictly within
that function. We are basically policing the private security industry by that we do audits or
inspections at the various companies we see whether they comply with the legislation in terms
of the registration, see whether the guards that they’re employing are registered that they are
trained in terms of the Act and if they are paid correctly as well. Everybody that needs to or
wants to be involved in the security set-up, being it an individual must be registered with us,
businesses, being it physical guarding, alarm installing, locksmiths, private detectives, body
guarding, all that falls under that category, and also people that [are] monitoring security
signals need to be registered with us as well. [Those] are all the categories that we are ...
policing and regulating.®

The use of the term ‘policing’ is accurate since, as mentioned, PSIRA inspectors have peace officer
status, allowing them to affect arrests and elicit the necessary information during their inspections,
including accessing all documents and data related to employees, wages, shifts, firearms, training
and client contracts.”

[TIhey [PSIRA] can walk in here right now and they can say to me look we are to do an
inspection and | must take out and show | mean | can’t say to them that | am not ready to now
or whatever you know. They’ve got everything to protect them they’ve got everything to back
them up they’ve got [...] the whole legislation behind them to make it.*’

There are those that are saying that we support the new Act because for instance we have
closed the loopholes that were in the 1987 Act, things like registration for instance. If you paid
R9.50 [levy paid to PSIRA to register], whether you were a security officer who never received
training, whether you’ve never done managerial skills or your courses as long as we got that
R9.50 nobody could stop you from registering your business. But now its difficult you must have
infrastructure, you must have tax clearance, you must have partnership agreements, you must
have all those documents...*

PSIRA inspectors, in essence, may impose fines, penalties and/or interdicts to prevent continued
operation and may also open charge sheets if it is found that a private security employer or
employee has violated any provision of the legislation.?® PSIRA thus may instigate criminal
proceedings against those that do not adhere to the legislation since the onus has been placed

on private security companies to ensure that they are registered, inform PSIRA of name changes,
employee changes and so forth and comply with the legislation in every way.** There is also a moral
censure built into the regulatory tools available to PSIRA in that lists of defaulting companies may be
published for public information. Yet there is a practical aspect to this as well since the legislation
also makes provision for the onus to be placed on consumers to ensure that they only hire
registered companies with registered employees in possession of accredited training certificates
and receiving minimum wages in line with Department of Labour provisions.” Consumers are
expected to request this information and ensure that private security companies are above board
and equipped for the job at hand.”

There are challenges however, with respect to regulating the industry in practice. Currently there

is no system of on-going vetting and registration of private security employees and companies by
PSIRA. Once an employee is registered they are registered ‘for life’.”” This inevitably results in PSIRA
being unable to keep track of who is still actively working, who has exited the industry or even
retired/deceased® which ultimately gives unscrupulous operators and employees the opportunity

to manipulate the system to further their illicit activities. A security officer will remain registered with
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PSIRA indefinitely, unless his/her registration is withdrawn by PSIRA since there is no obligation for
an officer to renew registration.” Section 22 of the 2001 Act states that:

The Minister may prescribe procedures and principles in respect of periodic applications for
the renewal of registration by registered security service providers and the conditions and
requirements for the granting of such applications.

However, there are no procedures in place in terms of enforcing this section to prompt regular
clearances of security personnel through the submission of fingerprints to PSIRA. It has

been pointed out, however, that should this be enforced it may be very difficult to require that
SAPS screen the approximately one million security guards’ fingerprints currently on PSIRA’s
database.'®

While the initial checks prior to registration' can prevent certain persons such as those with a
criminal record from entering the industry,'® subsequent criminal activity might go unnoticed. There
are no follow-ups or periodic checks on registered employees. Neither are individual employees
deregistered or deactivated after a certain period of inactivity in the industry. The mix of active and
inactive employees within the industry and the constant flow between them impacts both on the
ability of the industry to protect itself against criminal elements but also on the ability of the industry
to maintain accepted and up-to-date training standards.

The PSIRA Complaints and Help Desk could be developed as a valuable tool for ‘triggered’
inspections of misconducts in the public sphere. The authority has a full-time Complaints and Help
Desk at its Head Office, as well as at the KwaZulu-Natal branch. This is catered to manage general
enquiries and to register complaints that need further investigation by inspectors.’® PSIRA provides
statistical information in its annual report pertaining to the number of enquiries and complaints
received at Head Office, KwaZulu-Natal and Mthatha during the period under review'® but there is
no differentiation between complaints or enquiries and nor is there any indication of what complaints
or queries pertain to or how they were addressed or subsequently resolved. Currently, inspections
are focused on employers and fulfil more of an administrative role.’® However, PSIRA has stated its
intention to advocate for the establishment of an office of the Ombudsman for the private security
industry to address customer complaints, which will free up capacity to become more focused on
Code of Conduct violations.®

There are also capacity constraints on PSIRA which hinder its ability to fulfil its mandate. This
reduces its ability to conduct thorough and effective inspections of the security companies and

their employees.’ At the time of writing, there were 37 inspectors supported by nine administrative
support staff in the four regional branches in the Western Cape, KwaZulu-Natal and the Eastern
Cape along with a head office in Pretoria'® responsible for an industry of 387,273 employees across
7 459 registered businesses. If PSIRA is to take on a more robust oversight role this capacity will
need to be increased in terms of numbers and skills.

In sum, research conducted by Minnaar and Pillay in 2007 found that while PSIRA’s inspectors
conducted investigations and criminal cases were handed over to the SAPS, deficits were clearly
apparent:

e The limited capacity aggravated numerous vacancies of inspectors and investigators, which
meant that, where inspections were taking place, they focused on checking registrations of
employees and that companies were fulfilling labour obligations;

e The collection of evidence was poor thus resulting in little or no information for SAPS to build
its cases for prosecution;

e Significant gaps were apparent in the PSIRA database. In particular, there was an absence
of a database of companies which had been deregistered or suspended; and

e |nvestigations were mostly complaints-driven, came predominantly from the public and
consisted mostly of complaints about labour issues, working conditions or low wages.
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Private security industry regulations of 2002110

The Private Security Industry Regulations provides guidelines on how to conform to the Private
Security Industry Regulation Act of 2001 through outlining the following:

e Application requirements for registration;

e Training requirements;

e Procedures with regards to clearance certificate submissions (allowing former members of
state policing or military institutions to become security service providers);

e |Infrastructure requirements in order to register as a private security company (for example,
that there is an administrative office and skilled administrative staff, facilities for paying
wages, appropriate facilities such as vehicles, if applicable);

e Procedures with regards to applications where there is a change of name and status or any
other pertinent change of security service provider information;

e Provisos around the keeping of documents and records for reporting purposes; and

e Rules with regards to the provision of uniforms, insignia and badges (which are not to be
identical or similar to state police insignia), licensed firearms and so forth.

There is a change from past practices in Section 3(2) of the Regulations, in which it is stated that
‘every natural person applying for registration as a security service provider must have successfully
completed [...] at least the training course described and recognised as “Grade E” and that
security employers or managers are required to have at least a Grade B.""" Ordinarily security
employers or managers would not have been trained and graded in what is essentially training for
security officers. When the legislation was enacted there was an outcry from the private security
industry in that many security managers with years of experience and other qualifications (such as
academic qualifications) were required to undergo this training in order to retain their registration
with PSIRA. The result was that a moratorium was placed on this requirement for a period of
approximately one year, during which time the submission of a curriculum vitae was accepted.

Section 13(5) and (6) is also worth noting since it is also a change from past practices in that it
requires that a security officer may not use his/her own firearm while employed by the security
company. The private security company is responsible for supplying firearms to its employees.'"
This may be proving difficult to enforce due to the logistical requirements of requiring a guard to
sign in weapons before and after a shift as well as storing the weapons in appropriate and secure
storage facilities.” In fact there are a range of issues that need to be grappled with in terms of the
use and abuse of firearms in the security industry. A review of specific legislation with regards to
firearms use as pertaining to private security companies will be made at a later stage.

Code of Conduct for Security Service Providers of 2003114

The Code of Conduct' stems from both ideological concerns about the nature and reputation of
the security industry as well as practical application of rules and norms that will ensure compliance
to the stated aims of the Private Security Industry Regulation Act of 2001. Minnaar (2007) points
out that the Code of Conduct is applicable to all security service providers regardless of whether
they are registered with PSIRA or not and also regardless of whether they were in South Africa

or not when the ‘conduct was committed’.""® The Code of Conduct is essentially a set of binding
rules for all private security employers and employees. Inter alia it provides that security industry
personnel refrain from behaving in ‘a manner which will or may in any manner whatsoever further
encourage the commission of an offence; or which may unlawfully endanger the safety or security
of any person or property’.’”” The Code of Conduct also explicitly states the general obligations

of the private security industry towards PSIRA, state security agencies, the public, clients and
other private security companies, such as: preventing crime; only using minimal force in terms of
the restrictions of the law; not holding oneself as ‘having authority, power, status, capacity, level

of training, accreditation, registration, qualification or experience which he or she [or the private
security company] does not have’; lawfully possessing a firearm and using it as permitted by the
law; and so forth.""® What is also pertinent is the obligation of private security companies not to
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‘break open or enter premises, conduct a search, seize property, arrest, detain, restrain, interrogate,
delay, threaten, injure or cause the death of any person, demand information or documentation

from any person, or infringe the privacy of the communications of any person, unless such conduct
is reasonably necessary in the circumstances and is permitted in terms of law’."® In light of the
powers afforded to private security guards as outlined by the Criminal Procedure Act'®, the Code

of Conduct does not outright ban the use of threats, injury or even death in Section 8(2), as outlined
above, as it would then contradict the powers as afforded by this legislation. PSIRA is tasked with
enforcing the Code of Conduct.™' Its powers of sanction with regard to the Code of Conduct include
the issuing of a warning or a reprimand to anyone found guilty of breaching the Code of Conduct;
suspending registration for a period not exceeding six months; withdrawing registration; imposing
fines; and publishing ‘details of the conviction of improper conduct and of any penalty that was
imposed for the specific breach’.’® As one can see, despite the potential for abuse by private
security companies, as Minnaar (2007) points out the enforcement of the Code of Conduct by PSIRA
is limited — in other words PSIRA cannot criminally prosecute private security companies but would
rely on other authorities to take this up.'®

In sum, according to a series of focus groups run by Minnaar and Pillay (2007) with the industry to
better understand the challenges facing PSIRA, the responses were indicative of the limitations of
PSIRA in arguably one of the most important areas of the Act. This was underscored by the fact that
very few of the participants in the groups had ever read the Code:

e There were no effective sanctions for misconduct particularly excessive use of force,
shootings and strike violence;

e There was a lack of clarity of the role of PSIRA (if any) in monitoring ‘private policing’
activities;

e There was poor compliance of companies and their personnel with respect to all of the
provisions in the Code of Conduct augmented by a perception that compliance and
adherence was ‘only voluntary’; and

e The Code of Conduct was undermined by perceptions about its lack of enforceability. There
was a perception that sanctions are applied selectively and that the sanctions are not strong
enough.

Private Security Industry Levies Act of 2002124

The Private Security Industry Levies Act 23 of 2002 supplemented the 2001 Act with the requirement
that formal levies be paid by security companies and their employees, failure of which could result
in the suspension of that company. It is interesting to note that PSIRA is financially dependent on

the security industry for its funding received through monthly levies, interest and penalties paid by
private security companies for non-compliance with the legislation. The Levies Act simply makes
provision for the collection of these monies, the management of levies and consequences of non-
payment.'®

Since PSIRA's operations are largely dependent on these levies it is clear that the legislation is an
attempt to stringently enforce the receipt of finances. The possible problem with relying on private
security company fees is that PSIRA may be incentivised to concentrate on initial registration and
regular fee payments over and above other regulatory duties. According to the opinion of one
private security representative:

you pay your fees to PSIRA regularly and they will stay off your back, no problem. If you skip or
jump your fees for two three months [...] then all of a sudden they will contact you and come
here for inspections and they’ll, you know, be ‘on your case’ if | can put it that way.'*®

Suggestions have been made that it would perhaps be more pertinent for another state agency
to take this on, such as the Department of Labour or an industry bargaining council (as currently
exists in many industries such as the Steel and Engineering Industries Federation), so relieving
PSIRA from performing administrative duties, severing the direct incentive to ensure payment
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of fees and focusing more on overseeing and holding the industry accountable to inter alia

its Code of Conduct." This will realign PSIRA with its vision and mission statement and more
importantly the Constitution. The granting of government subsidies to PSIRA is also another option
in light of the over-reliance on private security company levies and the fact that PSIRA is under-
resourced.

Training

The Security Officers’ Board Training Regulations 1992 provide for certificating security personnel
who have completed training. The training regulations are set out in the Security Officers Act 92 of
1987 Section 32 which is still in force and quite extensive. Regulation 3 of the Training of Security
Officers Regulations, 1992 clearly states that the Security Officers Board which is now PSIRA ‘shall,
for the purposes of the promotion of the training of security officers determine: different training
levels for different categories or grades of security officers’ and contents of training courses ‘most

suitable for the training of security officers for the different categories or grades’.'®

In terms of the Private Security Industry Regulation Act, 2001, one of PSIRA’s functions is to

‘take such steps as may be expedient or necessary [...] to ensure a high quality of training’,
including, amongst other things, granting and withdrawing of accreditation of security training
institutions; ‘monitoring and auditing’ of quality of training and verifying the authenticity of training
certificates.” In general therefore PSIRA has to ensure that private security companies maintain

a certain standard and give effect, where applicable, to the provisions of the Training of Security
Officers Regulations of 1992."° But in practice, according to Minnaar (2004) there seems to be low
standards of training within the industry as a whole, as well as low requirements for the recruitment
of security officers.”™" At one stage there was also a particular problem with the number of illegal
training centres operating around the country. Although PSIRA conducts regular inspections of
private security companies including training centres it is not clear to what extent illegal training
centres are still in operation.'®

According to the Private Security Industry Regulation Act of 2001, what is missing from the list

of requirements for registration is any minimum level of education to be registered as a security
officer.” This has two diverging implications. On the one hand private security companies provide
a large source of employment for a number of previously disadvantaged groups without the
advantages or opportunities of having secondary school education. On the other hand, this has
implications for the quality of service provision due to lack of education, thus the level of training and
standards of training would have to compensate for this deficit. However, it seems that in practice,
training is by no means delivered equitably across the board. For instance, consider the following
statements. The first statement is in reference to the training practices of a large, international
private security company, the latter two statements refer to the training standards in the private
security industry as a whole:

You know before security, beginning security used to be chips, anybody could just come, ‘right
you've done your training there you are a security officer’. Not anymore [...] the liability covers
are so high that they are actually having to seriously monitor their recruitment process, and |
know their own training schools out of maybe a class of 100 only 20 probably make it through.
The guys are getting strict now; it's difficult to get in security and then every year having to go
through integral testing for a security guard...other companies are not as strict as that.'*

OK, the standard Grade E to C courses as we know it; they’re all a week each. So if you come
in and you want to do from E to C it will take you three weeks to complete all three of the
courses.'®

the standard of training within the security industry is not very high. All the guys do is get a
module, read it, write an exam and get a certificate and suddenly they’re a qualified security
officer.™®
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It is clear that there is a disparity in terms of training standards, with individual private security
companies taking more initiative to train their officers mostly in terms of liability concerns. However,
it seems as if this situation is changing as PSIRA is attempting to impact on the quality of training
through its engagement with the Safety and Security Sector Education and Training Authority
(SASSETA), which is a national training authority as established by the Skills Developments Act of
1998."" In 2005 SASSETA became the sole quality assurance body for the private security industry.
This agreement was extended in August 2008 for a further three years.” In terms of the agreement,
SASSETA, as a South African Qualifications Authority (SAQA) Accredited Education, Training and
Quality Assurance body, will quality-assure all education and training in the security industry, whilst
PSIRA will register security training providers and security service providers who wish to operate in
the security industry. The agreement between PSIRA and SASSETA resulted in the alignment of the
accredited courses in terms of the Training of Security Officers Regulations, 1992 and the National
Qualifications Framework-Registered Qualifications. This meant prior learning was recognised and
it also formed the basis for the new statutory training qualifications for all private security service
providers.™ In terms of PSIRA's Annual Report of 2006/2007, attempts were being made to align
private security training standards with national standards which would entail the Training of Security
Officer Regulations of 1992 being replaced with an ‘outcomes-based system’, of which the quality
would be assured by SASSETA.™® Also, a new specialist skills programme was set up towards the
end of 2007 to include specialist security programmes in replacement of the old grading system,
such as, for instance, Grade E guards being categorised as SASSETA E or ‘patrol security officers’
and Grade D guards being categorised as SASSETA D or ‘access control officers’, as well as
specialist groupings such as ‘armed reaction officer’, ‘assets-in-transit officer’ and so forth.™’

A problem with trying to set up and maintain higher standards of training is that even if this is done,
it is not the case that private security companies will train their guards above a Grade E. Very often
private security company contracts are short-term and oftentimes it is not worth investing in training,
particularly if staff members are on short-term contracts for small contracts:

My training budget for 20 people is huge, it's nearly R200 000 a year, send them on one course
and it costs R6000-8000.*

Firearms control

The use of firearms within the private security industry is regulated by the Firearms Control Act of
2000 and the Regulations of 2004 (which were implemented in mid-2004)." The firearms control
legislation requires that security personnel should be trained at an accredited training facility

and acquire a competency certificate before being issued with a firearm (by a private security
company)."* In order to qualify for a competency certificate (which must be renewed every five
years™®) one must, for instance, be a South African citizen, ‘demonstrate knowledge of the firearms
legislation [...] be of stable mental condition [and] not inclined to violence’, not have been convicted
(within or outside of South Africa) of a range of offences which are outlined by the Act and have
completed a ‘prescribed test on knowledge of this Act’, completed training and tests with regards to
handling a firearm as well as training and tests for using a firearm in the course of security duties.®
What is also interesting is that only persons 21 years of age and older may be issued with a firearm
— this would explain why some private security companies prefer to hire people no younger than 21;
see discussion on self-regulation below.'” Within Section 20 of the Firearms Control Act reference

is made specifically to those intending to make use of firearms for business purposes and the onus
has also been placed on private security companies to keep a register of all its firearms and to
make provision for the storage and/or transportation of firearms.'*®

In a study conducted by Minnaar (2008) in 2007 during which the views of a number of private
security company role-players were elicited on the challenges facing the security industry, the
following issues were identified in relation to the use and regulation of firearms in the security industry:

e Firearms were not being effectively monitored with respect to firearms being issued to
‘untrained, unqualified and unlicensed staff’;
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e There was a lack of effective regulation by PSIRA of the Firearms Control Act (2000) and
supporting regulations (2004);

e There was a lack of a database for the registering of private security company firearms
(despite legislative provision for this database);

e The lack of effective inspection of firearm serial numbers and the dependence of PSIRA
on the SAPS in respect to dealing with misconduct (in terms of the Firearms Control Act,
only the SAPS is legally entitled to conduct firearms inspections); and

e There were negative perceptions by the private security companies, viewing the firearms

controls as ‘just another moneymaking racket’.'*

Other issues raised by Minnaar (2008) include the fact that, amongst other things, once the
legislation was implemented there were initially backlogs in accrediting firearms trainers; processing
of Proficiency and Competency certificates (private security companies had to undergo two
accreditation processes to acquire firearms first through SASSETA and then through the SAPS
Central Firearms Registry); and in the processing of firearms licenses.™°

Normatively speaking, the legislation does regulate firearms and it has, in principle, strengthened
regulatory controls over firearms usage in the private security companies by placing increasing
demands on them to justify their use of firearms and to regulate the manner in which firearms in their
possession are used.” But as has been pointed out by Minnaar (2008), in practice the very nature
of the industry sometimes precludes private security companies from adhering to the legislation. For
instance, companies may tender for a contract, win the contract but then be expected to provide a
certain number of armed guards in a short space of time. Unless the company is a large company
with a number of licenced guards on hand, it would be difficult for the company to apply for licenses
before the award of the tender. There is a huge amount of pressure for companies to live up to

the contract after it has been awarded, resulting in the possibility of companies — especially small
ones — not adhering to the legislation.™ Another issue was identified by private security companies
with regards to the provisos that firearms may only be used for business purposes and may only

be used by the person authorised to use that firearm. Security officers are prohibited from carrying
their firearms while off-duty and conversely not use private firearms when on duty. '** However, as
outlined below:

The contentious issue at the moment is the firearm issue, its not so much that security
companies object to purchasing an additional 100 firearms but what is concerning us is that a
lot of the security companies basically what a lot of the security companies were doing were
employing individuals who obtained their own firearm therefore you would utilise him and his
firearm and then obviously pay him a fee because he was using his own firearm now that the
legislation has turned around and said that the security company will provide the firearm and
he will not be permitted you are now doubling the amount of firearms that are actually out
there.™

Private security companies are the license holders for the firearms issued to their employees. This in
theory is an effective means of regulating since private security companies will have to ensure that
all those who are issued with firearms are competent and capable, failing which the company could
lose its business firearms license, however, this is not practical especially for smaller companies.'™®
Security guards could previously use their own firearms and be hired by the private security
company ‘as is’, since by having a firearm the guard would have already have had to undergo
procedures to receive a competency certificate individually. Now however, the private security
companies have to supply their own firearms, training and storage to obtain a business firearms
licence, which is costly.'®

The oversight role of PSIRA with respect to firearms can be developed and strengthened in

the new legislation. According to PSIRA, 13 service providers were arrested for firearm-related
contraventions. In addition to this, PSIRA participated together with the SAPS in the seizure of 244
firearms."” This figure seems negligible considering that in 2003, it was reported that out of the

1 643 operational security companies there was a total of 58 981 firearms in their possession.'®®
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Also, data on the number of firearms lost by security company employees is not publicly
available.™ According to the SAPS, 11 982 firearms were reported lost or stolen in 2009/2010."
What is unknown is how many of these lost or stolen firearms were lost or stolen from the private
security industry. The loss or theft of company firearms is most frequent in the assets-in-transit (AIT)
sector as firearms are typically stolen during successful heists. This is because these individual
employees are usually armed while transporting assets and may be more likely to be targeted

by armed attackers than other private security officers. According to Lamb (2008), AIT heists
become a valuable indication of firearms diversions in light of the lack of data on firearms losses

in the industry.'®" There were 358 reported cases of AT heists countrywide in the 2009/2010 year
according to the SAPS.'® It is estimated by AIT companies that their vehicles carry an average of
two to three firearms meaning that with the number of AIT vehicles attacked in the period 2009/2010
(assuming each carried 2.5 firearms), this would mean that approximately 895 firearms would have
been stolen.® There has been a decline in the number of firearms lost as a result of these heists
over the years but more needs to be done since they account for a substantial amount of firearm
loss to the industry.

Another way in which firearms can be diverted is when security companies ‘lose their authorisation
and go out of business. When security companies are deregistered their firearm licenses are not
automatically cancelled, as required by law’.'®* The reason for this is unknown and needs to be
addressed in order to curb the diversion of firearms out of the industry. According to Lamb (2008)
it may also be the case that companies register and then deregister so as to obtain licensed
firearms.'™ PSIRA has no way of reviewing the whereabouts of firearms after a company has
deregistered and it also does not take account of all the firearms in the company before registration
is withdrawn.™®® By contrast, SAPS firearm loss is carefully monitored and increases in firearm

loss generate significant public debate. The SAPS are constantly being asked to strengthen their
systems of firearm management and control and this data provides a reliable indicator of the
functioning of these systems. The same standards of control and review assessed by available data
on numbers of firearms across the industry and the loss or theft of such firearms should apply to
the private security industry as well. There is thus a need for closer coordination with the firearms
registrar.'®’

In the courts68

In light of the Aurora Grootvlei case, it seems that based on a review of court cases private security
companies may be held accountable for their actions through criminal or civil cases brought against
them. A review of court cases conducted by one of the authors reveal the way in which the courts
are utilised, in that cases appearing in courts may involve: individual security guards for committing
some offence; private security companies for unfair treatment of employees; challenges to the
legislation or trade unions by private security companies or individuals regarding employment
regulations or other objections to the legislation; and cases of vicarious liability where a private
security company is held liable for the actions of an employee. Cases of vicarious liability usually
involve one of two issues — either a guard was acting criminally and the client has claimed for
damages or loss or a guard was acting within the scope of his duties which resulted in an injury or
damage. In terms of the former scenario, one case of vicarious liability, for instance, involved a bus
company filing for damages against the private security company after two security guards were
apparently involved in damaging the buses they were meant to guard.'®® Similarly a private security
company whose employee was accused of stealing foreign currency of a client (which the guard
was meant to be guarding) resulted in the company having to pay back the stolen money to the
client.’

In terms of the latter scenario, a security guard shot and killed, in self-defence, a suspected burglar.
The parents of the deceased laid a case against the private security company for limited liability
but it was found that the guard was within his rights to protect himself and his actions were not
considered to be excessive.'”" Another case linked to firearms ownership involved a security guard
shooting a fleeing suspected burglar resulting in him becoming a paraplegic. The private security
company was held vicariously liable but claimed that they were not responsible due to the fact that
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the guard had used his personal firearm which the private security company claimed they were not
aware he possessed. Despite this the company was still held liable because the guard was acting
within the scope of his employment when the incident took place. It is clear that the courts may
be an avenue for regress, but not whether this has a strong regulatory control over private security
companies especially in terms of grass roots actions of security guards.

Self-regulation

The primary means of regulation in the 1980s, preceding the legislation enacted in the late 1980s,
was self-regulation through security associations. The industry organised itself into a number

of security associations. Some of these associations were fairly recently formed during the late
1990s, such as the South African Black Security Employers’ Association (SABSEA) while most

were formed in the 1970s and 1980s. The oldest association, the Institution of Fire Engineers have
minutes dating back to 1950. The most influential and largest security association — the Security
Association of South Africa (SASA) — was formed in 1965 ‘to develop high standards on a self-
regulatory framework for the private security industry’ where none had existed before.'”® SASA was
established particularly to develop a standard of ethical professionalism and the older security
associations were fundamentally influential in developing the initial legal framework for the system
of state regulation in the 1980s. For instance, the older security associations, along with individual
private security companies, were instrumental in advocating for the formation of the first state
regulatory mechanism — the Security Officers’ Board.'™ The associations have also been key players
in the drafting of the older legislation, for instance, the South African Institute of Security (SAIS),
formed in 1978, claim responsibility for drafting the initial set of training standards for the industry.'®
The industry during the apartheid days can be understood as mostly regulated by a system of

‘club governance’.”® This idea stems from the fact that initially private security companies primarily
involved old boy networks involving those with police and/or military backgrounds. With the onset of
the new democratic dispensation more and more private security companies were being created by
those with business expertise rather than security expertise per se.

Today there are a number of security associations representing the diverse needs of employees,
employers and specialist services (locksmiths associations for instance). These associations usually
have their own codes of conduct or requirements to which members have to adhere.”” Membership
of security associations is voluntary and the type of regulation is purely moral censure — with
exclusion from an association the primary form of ‘punishment’ for transgressing private security
companies. The security associations can be thought of as an expression of market accountability,
in that unprofessional or illegally operating private security companies give the entire industry

a bad reputation, impacting on clientele and profits. Because of the diversity of interests which

they represent one will often find a private security company or an individual being a member of
more than one association since the benefits include the opportunity to network with others and,
especially during the drafting of the new legislation, to discuss the implications of the new regulatory
regime on costs and practices.

Apart from the self-regulative capacity of security associations individual private security companies
may also develop and implement a range of strategies to regulate and control employees. Since
PSIRA only performs one background check of an individual upon initial registration (and the SAPS
is responsible for conducting a fingerprint analysis) many of the larger private security companies
which can afford to do so have taken the initiative to ensure that employees are ‘employable’. This is
in light of the sensitive issue of indemnity:

and the new legislation is the fingerprint check and the rejection of the individual if he’s got a
previous conviction, but of course that doesn't help if he doesn’t have a previous record but he
is about to commit an offence.'®

Private security guards are very often at the frontline of interaction with the public and company
policies may play a role in disciplining employees over and above the demands of the legislation.
A security guard using excessive force and injuring a client or a member of the public during the
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course of his or her duties, for instance could have a criminal charge laid against him or her or civil
action could be taken.'” Private security companies may protect themselves through public liability
insurance, but this is costly and would have to be extensive considering that companies may be
exposed to civil liability claims on a daily basis — it is clear that not all companies would be able

to afford this, therefore they would have to adopt other strategies to ensure that their employees

do not transgress the law.'® For instance, some private security companies conduct literacy tests,
psychometric tests, drug tests and/or lie detector tests.’' As mentioned, they may instigate training
over and above minimum training standards and/or provide particular types of additional training
depending on the nature of the security activity such as first-aid training, public relations training,
budget skilling and night orientation training.'® They may conduct their own background checks,
only hire those who are over 21 years of age (despite the legislation requiring 18 to be the minimum
age) as well as ensuring that those they employ have matriculated as the minimum educational
standard.

They may ensure that none of their guards are armed, particularly if working in public spaces, not
only in terms of liability issues but also in terms of the safety of employees:

Nine times out of ten [arming guards] attracts trouble because basically the would-be criminals
come looking for the weapons, | mean you see so many security guards being shot for their
weapons [...] let's assume that something happens, we had a close call [...] four or five guys
with AK-47s [...] we got there just after they left and we chased them down the road and they
ended up running across the railway track [...] do we chase them down the road firing our
pistols and they fire their machine guns back at you? What's it all about? So eventually what
we're saying to ourselves is all we can do, is to rock up, observe and call the police. There is
nothing else you can do unless you're willing to have a second world war.'®

The above quote also reflects the growing challenges faced by private security companies as they
move, more and more, into complex and dangerous situations in which they become the primary
port of call in public spaces. What follows is a reflection on the implications of developing a third
phase of regulation in South Africa in light of these challenges.

A third phase of oversight? Future prospects

There are a number of challenges currently facing the industry, one of which is the increased
pluralisation of policing as private security is shifting more of its activities onto public spaces due
to, amongst other things, levels of insecurity and the public placing more and more demands on
the industry. As private security is expected to do more, it is confronted with more opportunities for
things to go wrong in terms of individuals within the industry committing abuses.

In terms of the increasing pluralisation of policing, many countries throughout the world, including
South Africa, have witnessed a rise in so-called ‘plural policing’ as policing activities have
consistently become privatised and ‘multilateralised’.’®* With the movement of private policing

into public spaces in South Africa, plural policing regulation and accountability become more of a
challenge.'® One could in fact ascribe three challenges stemming from the rise of plural policing:
there is an empirical challenge, in that the increasingly pluralised nature of private-public policing
presents problems with respect to the networking of diverse actors in terms of their differing
mandates, who they work for and where, particularly in light of the tendencies to produce policing
on an inequitable basis — with some neighbourhoods experiencing more active policing/security
provision than others. The second challenge is what Shearing (2006) calls the problem of collective
blindness in that there is a refusal to acknowledge the rise of what Macauley (1986) calls ‘private
governments’.”® The increasing privatisation of policing, the rise of plural policing networks catering
predominantly to areas of socio-economic value are often not ‘seen’ as a challenge to policy-
makers and practitioners since, as Shearing (2006) argues, the paradigm of state-centric policing
predominates.™ This relates to the third challenge — the conceptual challenge. Even if private
governments and increasingly complex plural policing environments are recognised, those with a
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state-centric understanding of policing will also lack the conceptual tools to resolve governance,
and regulatory and accountability dilemmas that arise from these. As the private security industry
seeks to capture more market share positioning itself for greater public roles, forms partnerships
with government in the form of municipal and city improvement districts'® that are common across
South Africa and lobbies for state funding the line between private and public becomes less

clear. This needs to be recognised. What also needs to be recognised is the state’s influence and
involvement in polycentric security governance arrangements has altered and in some respects
diminished' so too has its role changed and diminished in terms of its ability to ensure that plural
policing networks are held democratically accountable. As Walker (2002) has stated:

The dispersal of policing authority, the entrenched protection of fundamental rights and the
creation of a multi-faceted framework of accountability are no longer within the exclusive power
of the state.'®

Furthermore the complexities of plural policing networks create what is called the ‘knowledge
problem’ whereby the state is prevented from learning how complex and impassable ‘social and
economic subsystems’ function and where ‘tiers of responsibility’ become difficult to disentangle
thus preventing effective monitoring.’' Added to the knowledge problem is the ‘power problem’
where the state also lacks the powers and ‘instruments of policy’ to regulate these complex
systems.' In policing terms then, the plurality of security providers has rendered current
accountability mechanisms inadequate since the means of regulation, which may be top-down and
compartmentalised, may not match the fluidity and plural nature of new systems of governance.'®
In others words, the instruments used by the state to regulate may be inappropriate and/or not
sophisticated enough.’ Creating an adequate regulatory framework therefore requires a departure
from a conventional state-centric approach where this duty is simply allocated to the state, since
the state may merely be one possible institution within a range of others operating in complex
‘networks’.'® Stenning (2009) in a recent article reviewing the ‘story’ of the governance and
accountability of plural policing points out that:

it is hard to see why, if the dispersal and pluralisation of policing provision beyond the state
can be accepted as a virtually inescapable and potentially desirable and beneficial trajectory,
and accommodated within democratic principles, the dispersal of effective and democratic
governance of, and accountability for, plural policing beyond the state could not also be
imagined.'®

In other words, the regulation of fragmented actors in pluralised environments becomes a new
challenge and an exercise in imagination in terms of attempting to develop broader strategies for
democratic policing.’

Perhaps we are now entering a third phase of regulation where we acknowledge changing
dynamics within policing in South Africa and the need to engage with oversight and accountability
within human rights terms through supplementing the business model of regulation with one that is
also focused on constitutional rights of access to security as well as freedom from illicit violence in
all its forms and from all sectors.

Conclusion

The normative regulatory framework in place for the private security industry is good, however, the
practical implementation of many of these provisions has been unsuccessful — dogged by lack

of resources and manpower, unintended consequences of the legislation and the very nature of
regulating an industry which is extremely diverse, large and inherently problematic. There are gaps
within the normative framework which do not sufficiently engage, if at all, with the many internal
challenges faced by all within the employ of private security companies;'®® problems which the
private security industry indirectly contributes to (such as inequality of security provision); the sheer

diversity, as mentioned, of the activities that the industry is involved with on both public and private
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spaces; as well as the increasing involvement of private security in policing activities traditionally
thought of as being the exclusive domain of the state. There is a general perception amongst South
African academics and practitioners alike that the private security industry is not well-regulated in
terms of for instance democratically-elected government structures and apparatuses creating the
architecture for civilian oversight. This is in light of for instance, the perceived encroachment of
private policing on the public police mandate as well as the fact that with South Africa’s transition
to a democracy, an exemplary architecture of oversight was created to regulate the state police
with no comparable system for the private security industry. Yet, Stenning (1994)'® asserts that
the industry is not necessarily less regulated than, for instance, state agencies, as state regulation
(primarily through the law and state regulatory agencies) may be one way amid a range of other
ways in which the industry is regulated. For instance, market competition, consumer demands and
self-regulation all have an important regulatory function.

Law is just one form of effective norm. Norms are effective because they form part of a wider
scheme of regulation [...] These may or may not be part of the legal system *®

Regulation and accountability are most effective when there are ‘multiple levels of control’ —
licencing of private security companies is just one method, albeit an important method.?®' The
challenge is to utilise the range of regulatory mechanisms to tighten the accountability framework
and there is clearly a need for focused engagement with private security company regulation to
address gaps and shortfalls in the legislation and other regulatory methods of control. One glaring
omission is the fact that there is no means by which private security companies are regulated
through civilian oversight, few centralised channels by which members of the public, for instance,
can complain and no consistent and thorough information on the nature of private security company
abuses — except through a review of incidences that make it to the courts. The ICD and Civilian
Secretariat of Police provide vital information on the functioning of the SAPS. The misconduct of

a single police officer is not only a matter between the offender and the victim. It is an indicator of
the effectiveness of systems and policies and the extent to which civic rights are being upheld and
protected. It is no different for the private security industry. However, insight into the behaviour of the
private security industry also has another positive benefit. If cases of inappropriate use of force are
significantly lower than those revealed by the ICD of police conduct, it will be important to establish
and understand how this is achieved. If there are training and management techniques that can be
replicated it is only this data that will allow us to begin asking those questions.

In light of the fact that private security companies outnumber state police and have the potential to
make a real difference to South Africa’s crime rates there is a pressing need to engage with these
issues.

What follows are some recommendations in light of some of the challenges outlined in the review of
the legislation.

Recommendations

Strong oversight over the private security industry is as necessary as it is over the public police.
This sentiment is echoed by the courts, which note that there is a ‘compelling need for vigilance on
the Private Security Industry Regulatory Authority’s part to ensure that the objects of the Act and the

Constitution are not undermined’.?®

There is a need to reflect on the nature of the regulatory system in its entirety in terms of (old

and) new challenges facing policing in South Africa and the role of the state and non-state in

driving a new regulatory system forward. There is also the need to answer key questions around
accountability, in terms of what should the industry be accountable for, to whom and why? These
questions need to engage, as mentioned, with the diversity of activities and services provided, since
not all sectors of the industry will require the same degree of oversight and regulation.
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In developing a new regulatory framework for the industry, the following may assist in strengthening
the accountability and oversight of individual private security employees and the industry at large:

e There is clearly a need for multiple levels and sites of control and accountability. Although
top-down, hierarchical systems of regulation are important, these should be supplemented
with other forms of regulation which are complementary and which address gaps apparent
in the current system of regulation.

e Inlight of this, there should be a system of dealing with both individual cases of abuse
or misconduct as well as a means to assess and address any systemic issues within the
industry, or parts of the industry, which hamper effective functioning and accountability.

e There is a need to coordinate regulatory bodies (both within and outside of the state) so as
to engage with broader oversight issues in light of the increased pluralisation of policing and
the unique regulatory challenges that arise from these developments. Similarly, the current
partnerships between the SAPS and the private security industry need to be considered in
the light of the potential regulatory challenges that arise.

e There is clearly a gap in knowledge about the nature, activities and abuses of/within the
industry. The private security industry should be legally obliged to submit all cases of death
as a result of security guard action, rape or torture to an independent facility. This facility
should receive, document and monitor complaints by clients and the public regarding
private security functions. Investigations, whether undertaken by the SAPS or internally,
should be subject to audit.

e Similarly, regular screening and vetting of security personnel is required. The screening of
personnel should not be a once-off occurrence but should take place regularly to ensure
that employees that are active in the industry are not involved in criminal activities. In
addition to this, inactive security personnel should be deregistered and proper records kept,
to ensure that criminality does not merely move from service provider to service provider.

e The extent to which the powers and limitations of private security employees are articulated
in training and codes of conduct needs to be regularly reviewed and updated to meet
developments and advances. Areas that need particular attention are electronic monitoring,
bodily searches, investigations and the handling of confidential information which may
offend the confronted individuals.

e The systems of firearm control and training in the industry need to be strengthened. The
destruction of firearms owned by security companies that have been deregistered has to
be strictly regulated and monitored to ensure that firearms do not make their way into the
criminal economy.

e The current funding of the systems of oversight needs to be reviewed. The collection of
funds collected from the industry may be tasked to an independent department or entity so
as to ensure the objective regulation of the industry, not driven by monetary incentives.*”
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ABOUT APCOF

The African Policing Civilian Oversight Forum (APCOF) is a network of African practitioners
active in policing reform and civilian oversight over policing in Africa.

It believes that the broad values behind the establishment of civilian oversight are to assist

in restoring public confidence, develop a culture of human rights, integrity and transparency
within the police and promote a good working relationship between the police and the
community. It achieves its goal through raising awareness, sharing information on police
oversight and providing technical assistance to civil society, police and police oversight bodies
in Africa.

APCOF utilises the expertise of its membership to promote learning and networking on the
continent. It is actively engaged in country reform projects, regional dialogues, and is working
at a continental level to prioritise police reform.

APCOF was created in 2004. Its members are drawn from state and non-state institutions.

THE OBJECTIVES OF APCOF ARE TO:

e Create and sustain public confidence in police
e Develop a culture of human rights, integrity, transparency and accountability within the police
e Promote a good working relationships between the police and the community

APCOF WORKS ON A RANGE OF ISSUES SUCH AS:

e Promoting fair treatment of citizens by police agencies on the continent

e Exchange of information on better practices among oversight bodies

e Promoting the establishment of police oversight bodies where they do not currently exist
e  Standard setting for policing and civilian oversight bodies in Africa

e Encouraging and supporting the formation of regional networks to promote police reform
e Supporting local reform initiatives at promoting civilian police oversight
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African Policing Civilian Oversight Forum
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Tel: +27 21 461 7211
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